Abstract-In the era of information and communication technology, Security is an important issue. A lot of effort and finance are being invested in this sector. Intrusion detection is one of the most prominent fields in this area. Data mining in network intrusion detection can automate the network intrusion detection field with a greater efficiency. This paper presents a literature survey on intrusion detection system. The research papers taken in this literature survey are published from 2000 to 2012. We can see that almost 67 % of the research papers are focused on anomaly detection, 23 % on both anomaly and misuse detection and 10 % on misuse detection. In this literature survey statistics shows that 42 % KDD cup dataset, 20 % DARPA dataset and 38 % other datasets are used by the different researchers for testing the effectiveness of their proposed method for misuse detection, anomaly detection or both.
Index Terms-Anomaly Detection, Intrusion Detection, Misuse Detection, Data Mining
I Introduction
The area of data mining is gaining importance due to availability of large volume of data, easily collected and stored in electronic format. The large amount of data gathered from the different sources may contain personal and sensitive data. During the process of data mining an important question is arises, does the mining of data violate the privacy and security of individuals or organizations?
From past decade data mining is paying more attention because of its enormous area of applications. For the security point of view, data mining may be helpful in confronting various types of security attacks to the universe. Data mining technology focuses on discovery of general or statistically significant patterns.
In this sense, we believe that the real privacy concerns with unconstrained access to individual records, especially access to privacy-sensitive information such as credit card transaction records, health-care records, personal financial records, biological traits, criminal/justice investigations, and ethnicity. For the data mining applications that do involve personal data, in many cases, simple methods such as removing sensitive IDs from data may protect the privacy of most individuals. Nevertheless, privacy concerns exist wherever personally identifiable information is collected and stored in digital form, and data mining programs are able to access such data, even during data preparation. Improper or nonexistent disclosure control can be the root cause of privacy issues. With the rapid development of World Wide Web and computers during the past decade, security has become a crucial issue for computer systems. A secure network should provide data confidentiality, data integrity, and data availability. Intrusion is an action that tries to destroy data confidentiality, data integrality, and data availability of network information. Data mining may be used to detect and possibly prevent security attacks including cyber security, network security, social security, industrial security etc. For example, anomaly detection techniques could be used to detect unusual patterns and behaviors. Link analysis may be used to trace the viruses to the perpetrators. Classification techniques are used to group various cyber-attacks and then use the data mining to detect an attack when it occurs. Prediction techniques are used to determine potential future attacks. Now the IT is in its full-fledged speed. Due to the development in IT our society has become technology dependent. People satisfying their need and wants with the help www, like to handle marketing, communication, online news, stock prices, email, online banking and online shopping etc. The integrity, availability and confidentiality of all these systems need to be defended against a number of threats. Hackers, terrorists and even foreign governments have the purpose and capability to This paper is organized in five sections. Section 2 gives the overview of the intrusion detection system. Section 3 describes the literature review and comparative study of intrusion detection systems. Section 4 deals with the discussion related to the type of intrusion detection system, methods and datasets used. Finally section five describes conclusion of this paper.
II Intrusion Detection System
Intrusion is a set of actions that attempt to violate the integrity availability or confidentiality of data on a computing platform. An intrusion detection system is software; hardware or both that detect intrusions in the network [1] . Intrusion detection system can monitor all the network activities for detecting known or unknown attacks. The main objective of IDS is to alarm the system administrator if any suspicious activity happening. Intrusion detection techniques are classified in two categories: anomaly detection and signature detection or misuse detection.
Anomaly detection refers to detecting patterns in a given data set that do not conform to an established normal behavior. The patterns thus detected are called anomalies and often translate to critical and actionable information in several domains. Anomalies are also referred to as outliers, change, deviation, surprise, aberrant, peculiarity, intrusion, etc. In misuse detection, the IDS analyze the gathered information and compare it to large databases of attack signatures. Essentially, the IDS look for a specific attack that has already been documented. Like a virus detection system. Misuse detection software contains the database of attack signatures and is used for network pocket monitoring. A Distributed IDS is one where data is collected and analyzed in multiple hosts, but in case of centralized intrusion detection system data is collected and analyzed in a centralized system. Both distributed intrusion detection system and centralized intrusion detection systems may use host based or network based data collection methods for intrusion detection, or most likely a combination of the both. Intrusion detection systems can response in two ways: Active -takes some action as a reaction to intrusion (such shutting down services, connection, logging user). Passive -generates alarms or notification. Audit information analysis in intrusion detection system can be done in two ways: on the fly processing (real time) and interval based (periodical). Intrusion detection system runs continuously for intrusion detection and gives result in real time is called real-time intrusion detection system. The term real-time does not indicate more than a fact that IDS reacts to an intrusion quick enough. Intrusion detection system runs periodical for intrusion detection, Interval based are also called periodical intrusion detection system. Lippmann R P et al. [3] has proposed an intrusion detection evaluation test bed. In this six research groups participated for evaluation and the results were analyzed for probe, DoS, R2L, and U2R attacks. The performance is evaluated based on the parameters detection rate and false alarm rate. It gave detection rates ranging from 63% to 93% and 10 false alarms per day. Gomez et al.
[4] has proposed a technique to generate fuzzy classifier using genetic algorithm that can detect anomalies and some specific intrusion, two elements false alarm rate and undetected attack rates define the cost function of intrusion detection system. The average performance of the proposed approach is good as compared to others. Balajinath et al.
[5] has proposed an algorithm for intrusion detection called genetic algorithm based intrusion detector (GBID) based on learning the individual user behavior. The performance of the proposed system was tested using command history of 77 users. The performance of the proposed approach has evaluated using false alarm rate and accuracy of intrusion. The proposed approach has detected intrusion with accuracy of 96.8 % and a false alarm rate of 3.2 % on real life command history of 25 users. Ye N [6] has proposed a clustering and classification algorithm-supervised (CCA-S) for intrusion detection in computer network. CCA-S gave better result than two decision tree algorithms. It gave 100% hit rate at the 0% false alarm rate on the testing data set. Zhang et al. [7] has proposed a Hierarchical Intrusion Detection (HIDE) system, which detects network-based attacks as anomalies using statistical preprocessing and neural network classification. Proposed framework gave efficient result when tested on five different neural networks. It can reliably detect UDP flooding attacks with traffic intensity as low as five to ten percent of the background intensity. Hoang et al.
[8] has proposed a fuzzy based scheme for the integration of HMM anomaly intrusion detection engine and normal-sequence database detection engine for program anomaly intrusion detection using system calls. Experimental design of the proposed method was based on the detection rate and the false positive rate. Experimental results show that the proposed detection scheme reduced false positive alarms by 48% and 28%, compared to the normal-sequence database scheme and the two layer scheme respectively. The proposed detection scheme also generated much stronger anomaly signals compare to the normal-sequence database scheme and the two-layer scheme. The HMM training time was reduced by four times and the requirement of memory was also decreased significantly. These improvements have made a good progress towards online and real-time intrusion detection. Jha et al. [ has proposed a novel on-line alarm clustering system whose main objective is the reduction of the volume of alarms produced by today's IDS sensors. The clustering system has been devised to work in near real time. Experiments performed in different attack scenarios on a live network showed that the proposed algorithm effectively groups alarms related to the same attack, even though IDS produced alarms whose descriptions were erroneously referred to different types of attacks. Tsang C et al.
[22] has proposed Genetic-fuzzy rule mining approach and evaluation of feature selection techniques for anomaly intrusion detection. Performance of the proposed system on the KDDCup99 intrusion detection benchmark data provides the highest detection accuracy for intrusion attacks and low false alarm rate for normal network traffic with minimized number of features. Kayacik H G et al.
[23] has proposed a hierarchical SOM-based intrusion detection system, the performance of the proposed method is evaluated by using detection rate and false positive rate. The resulting false positive and detection rates were 1.38% and 90.4% respectively.
Powers S T et al. [24]
has proposed a hybrid artificial immune system and self Organising Map for network intrusion detection. Proposed method is evaluated on the basis of false positive rate, detection rate and classification rate. The results show that the proposed system is better at detecting and classifying DoS and U2R attacks than the three layer hierarchy of SOMs. Ramachandran C et al.
[25] has proposed a FORK: A novel two-pronged strategy for an agent-based intrusion detection scheme in ad-hoc networks. Proposed method is effective in terms of the accuracy of rules formed and the simplicity in the content of the rules. Xiang C et al.
[26] has proposed a multiple-level hybrid classifier, a novel intrusion detection system. The performance of the proposed method is evaluated using detection rate and false positive rate. The Performance of the proposed approach is measured using the KDD cup dataset and it achieves high detection rate and low false alarm rates. Hoang X D et al.
[27] has proposed a program-based anomaly detection scheme using multiple detection engines and fuzzy inference. The performance of the proposed method was evaluated using HMM training cost, false positive rate, anomaly signals and the detection rate. Experimental results shows that the proposed detection scheme reduced false positive alarms by 48% to 28%, compared to the normal-sequence database scheme and the proposed detection scheme also generated much stronger anomaly signals, compared to the normal-sequence database scheme. 
Misuse Detection
Barbara et al [53] has proposed a testbed ADAM (Audit Data Analysis and Mining) for Exploring the Use of Data Mining in Intrusion detection. Ning et al. [54] has present a design and implementation of decentralized prototype intrusion detection system, named coordinate attacks response and detection system for detecting distributed attacks. Guan et al [55] has proposed a K-means based clustering algorithm, named Y-means, for intrusion detection. The result of the proposed method on KDD-99 data set shows that Ymeans is an effective method for partitioning large data space. A detection rate of 89.89% and a false alarm rate of 1.00% are achieved with Y-means. Abadeh M S et al. [56] has proposed a parallel genetic local search algorithm for intrusion detection in computer networks. The performance of the proposed method is evaluated on the basis of false positive rate and data rate. Sangkatsanee P et al. [57] has proposed a practical real-time intrusion detection using machine learning approaches. The performance of the proposed method is efficient in terms of real-time detection speed and consumption of CPU and memory. It takes only 2s to detect and classify the incoming network data. The classification results can be improved with an optional data post-processing procedure, which can additionally reduce the false alarm rate. Abadeh M S et al. [58] has proposed a design and analysis of genetic fuzzy systems for intrusion detection in computer networks. Performance of the proposed method is evaluated using detection rate and false positive rate parameters. An experimental result shows that the proposed method would be more reliable than other approaches. The false alarm rate in GFS based intrusion detection systems is considerably lower than other approaches. BOULAICHE A et al. [59] has proposed a quantitative approach for intrusions detection and prevention based on statistical n-gram models. An experimental result shows that the proposed approach is very promising to provide systems security in a fully automatic way without any human intervention. Mohammed M N et al. [60] has proposed an Intrusion Detection System Based on SVM for WLAN. Proposed system produced better result in terms of the detection efficiency and false alarm rate, which may give better coverage, and make the detection more effective.
Anomaly and Misuse Detection
Lee W et al. [61] has described a framework MADAM ID for mining audit data for automated models for intrusion detection. Proposed framework uses data mining algorithm to compute activity pattern from system audit data and extracts predictive features from patterns, then it uses machine learning algorithm to audit data rules. Proposed system gave best result on DARAPA dataset against all of the participating system. Liao et al. [62] has proposed a new algorithm based on the k-Nearest Neighbor classifier method for modeling program behavior in intrusion detection. Proposed method gave better result as compare to other methods using short system call sequence. Joo et al. [63] has proposed a neural network model based on asymmetric costs of false positive errors and false negative errors. System performance of the proposed method is based on asymmetric costs of errors. The results of the empirical experiment indicate that the neural network model provides very high performance for the accuracy of intrusion detection. Qin et al. [64] has proposed intrusion detection systems (IDS) in a network environment for anomaly detection. Frequent episode rules are generated for anomaly detection. The performance of the proposed method is effective in detecting unknown network attacks embedded in traffic connections often requested in many Internet services such as TELNET, HTTP, FTP, SMTP, Email, authentication, and authorization. Siraj A et al. [65] has described the workings of a decision engine for intelligent intrusion detection system that utilizes causal knowledge inference based on Fuzzy Cognitive Maps (FCMs). Dasgupta et al. [66] has proposed a novel recursive data mining method for Masquerade Detection and author identification, its result are better as compared to other. Aydın M A et al. [67] has proposed a hybrid IDS by combining the two approaches in one system. The hybrid IDS is obtained by combining packet header anomaly detection (PHAD) and network traffic anomaly detection (NETAD) which is anomaly based IDSs with the misuse based IDS Snort. Chou T et al. [68] has proposed hybrid classifier system for intrusion detection. The performance of the proposed method is evaluated on the basis of FPR and DR. The experimental results of the proposed method show that hybrid model has a better detection performance with low FPR on normal computer usages and high DR on malicious activities. It also shows that the overall performance of this hybrid architecture is better than that of each individual base feature selecting classifier. Shanmugam B et al. [69] has proposed improved intrusion detection system using Fuzzy Logic for Detecting Anomaly and Misuse type of Attacks. Parameters detection rate and false positive rate are used for evaluation. The performance of the proposed method shows that the detection rate is comparatively higher than all other systems. The false positive rate is also low in comparison to the values obtain from other models. Mabu S et al. [70] 
IV Discussion
This paper provides comprehensive study on the intrusion detection in the data mining domain. Our study concludes that there are two type of intrusion detection system that are anomaly detection and misuse detection. The figure 2 shows the percentage of papers based on the anomaly detection and misuse detection. This figure states that the ratio of papers on the anomaly detection is two times more than more than the misuse detection. Existing IDS can be divided into two categories according to the detection approaches: anomaly detection and misuse detection. After reviewing these papers, we can see that almost 67 % researches focused on anomaly detection and 23 % researches focused on Anomaly and misuse detection and 10 % researches focused on misuse detection. The figure 3 shows that the comparison of the different data mining techniques/algorithm for intrusion detection. The large numbers of data mining methods such as KNN, GA, HMM, SVM etc. are used for intrusion detection. There are fifteen main algorithms used in intrusion detection. Besides these fifteen algorithms, we put a category, other. Other category includes authors own proposed methods, most of the researcher proposed their own method but none of them are 100% correct. Most researches in intrusion detection uses NB (Naï ve Bayes) main algorithm. Because NB is more stable than other models and algorithms. Besides, the second mostly used models are SVMs and HMM. Figure 4 shows statistics of the datasets that are used for intrusion detection. Datasets are categorized in three categories DARPA, KDD Cup and some real world datasets used in these reviewed papers. The KDDCUP dataset is widely used by the researchers to test the effectiveness of the developed method for intrusion detection. 20 % of the studied papers used DARAPA dataset to check the effectiveness of the methods for intrusion detection, and the rest of the studied papers used other real world data sets.
V Conclusion
The security is the primary concern in every field such as to prevent the computer networks from the intruders. This paper provides in depth study on the role of the data mining for intrusion detection. IDS can be divided into two categories according to the detection approaches: anomaly detection and misuse detection. Approaches for anomaly detection are neural network, statistics, predictive pattern generation, sequence matching and learning, approaches for misuse detection are expert system, pattern matching, state transition analysis. In this paper, we compared 75 different papers for finding out the situation of intrusion detection in current situation. After the comparison of these papers, we can see that most researches focused on anomaly detection. Most of the researchers uses DARPA and KDD Cup datasets for experiments.
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